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Sendmai™ implements a general purpose interratemail routing &cility under the UNIX® oper
ating system.t is not tied to ap one transport protocol — its function may beeliled to a crossbar switch,
relaying messages from one domain into anotherthe process, it can do a limited amount of message
header editing to put the message into a format that is appropriate for thengedemain. All of this is
done under the control of a configuration file.

Due to the requirements of Xieility for sendmail the configuration file can seem saumat unap-
proachable. Hwever, there are only a fe basic configurations for most sites, for which standard configu-
ration files hae keen supplied Most other configurations can bailb by adjusting an>asting configura-
tion file incrementally

Sendmailis based on RFC 821 (Simple Mailafisport Protocol), RFC 822 (Internet Mail Headers
Format), RFC 974 (MX routing), RFC 1123 (Internet Host Requirements), RFC 1413 (ldentification
sener), RFC 1652 (SMTP 8BITMIME Extension), RFC 1869 (SMTP Service Extensions), RFC 1870
(SMTP SIZE Extension), RFC 1891 (SMTP Deliy Status Notifications), RFC 1892 (Multipart/Report),
RFC 1893 (Enhanced Mail System Status Codes), RFC 1894/diyeStatus Notifications), RFC 1985
(SMTP Service Extension for Remote Message Queue Starting), RFC 2033 (Local Measagastion
Protocol), RFC 2034 (SMTP Service Extension for Returning Enhanced Error Codes), RFC 2045 (MIME),
RFC 2476 (Message Submission), RFC 2487 (SMTP Service Extension for Secure &MTPS), RFC
2554 (SMTP Service Extension for Authentication), RFC 2821 (Simple Mailsfer Protocol), RFC 2822
(Internet Messagedfmat), RFC 2852 (Deler By SMTP Service Extension), and RFC 2920 (SMTP-Ser
vice Extension for Command Pipeliningflowever, snce sendmailis designed to wrk in a wider verld,
in mary cases it can be configured txceed these protocolg.hese cases are described herein.

Although sendmailis intended to run without the need for monitoring, it has a number of features
that may be used to monitor or adjust the operation under unusual circumstéhess. features are
described.

Section one describeswdo do abasicsendmailinstallation. Sectiortwo explains the day-to-day
information you should ke to maintain your mail systemilf you have a elatively normal site, these v
sections should contain $igfent information for you to instaBendmailand leep it happ. Section three
has information rgarding the command line guments. Sectiofour describes some parameters that may
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be safely tweadd. Sectiorfive contains the nitty-gritty information about the configuration fildis sec-
tion is for masochists and people who must write th&ir configuration file.Section six describes config-
uration that can be done at compile tinfdne appendies gie a lrief but detailed gplanation of a number
of features not described in the rest of the paper
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1. BASIC INSTALLATION

There are tw basic steps to installingendmail First, you hae to compile and install the binary
If sendmailhas already been ported to your operating system that should be sBeptsd, you must
build a run-time configuration fileThis is a file thasendmailreads when it starts up that describes the
mailers it knevs about, hey to parse addresses,Wdo rewrite the message headand the settings of
various options. Although the configuration file can be quite compla configuration can usually be
built using an M4-based configuration languagessuming you hae the standaréendmaildistribu-
tion, seecf/READMEfor further information.

The remainder of this section will describe the installatioseofdmailassuming you can use one
of the «isting configurations and that the standard installation parameters are accepthpksh-
names and>amples are gen from the root of thesendmailsubtree, normallyusr/sic/ustsbin/send-
mail on 4.4BSD-based systems.

Continue with the nd section if you need/ant to compilesendmailyourself. Ifyou have a un-
ning binary already on your system, you should probably skip to section 1.2.

1.1. Compiling Sendmail

All sendmailsource is in theendmailsubdirectory To compile sendmail, “cd” into theend-
mail directory and type

./Build

This will leave the binary in an appropriately named subdirecteny., obj.BSD-0S.2.1.i3861t
works for multiple object grsions compiled out of the same directory

1.1.1. Tweaking the Build Invocation

You can gve parameters on thBuild command. Imrmost cases these are only used when
theobj.* directory is first createdTo restart from scratch, use. These commands include:
-L libdirs
A list of directories to search for libraries.
-l incdirs
A list of directories to search for include files.

—-E ervar=value
Set an evironment \ariable to an indicatedaluebefore compiling.

-C Createa rewobj.* tree before running.

—f siteconfig
Read the indicated site configuration fild. this parameter is not specifie8uild
includes all of the files $BUILDTOOLS/Site/sitdoscfm4 and $BUILD-
TOOLS/Site/siteonfigm4, where $BJILDTOOLS is normally../devtoolsand $oscf is
the same name as used onabg* directory See belav for a description of the site
configuration file.

-S Skip auto-configuration.Build will avoid auto-detecting libraries if this is seall
libraries and map definitions must be specified in the site configuration file.

Most other parameters are passed to thale program; for details seesBUILD-
TOOLS/README

1.1.2. Creating a Site Configuration File

(This section is not yet completé&or now, see the file detools/README for details.)
See sendmail/README foravious compilation flags that can be set.
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1.1.3. Tweaking the Makefile

Sendmailsupports tw different formats for the local (on diskension of databases,
notably thealiasesdatabase. Aeast one of these should be defined if at all possible.

NDBM The “ new DBM’’ format, &ailable on nearly all systems around toddhis
was the preferred format prior to 4.4BSDt allows such compbethings as
multiple databases and closing a currently open database.

NEWDB The Berkeley DB package. Ifyou hae tis, use it. It allows long records,
multiple open databases, real in-memory caching, and so fouh. can
define this in conjunction witNDBM; if you do, old alias databases are read,
but when a ne/ database is created it will be in NEWDB formdts a nasty
hack, if you hse NEWDB, NDBM, and NIS defined, and if the alias file
name includes the substring “/ypgendmailwill create both ne and old \er
sions of the alias file during mewalias command. Thiss required because
the Sun NIS/YP system reads the DBkYsion of the alias filelt's ugly as
sin, ut it works.

If neither of these are definesendmailreads the alias file into memory owesy invocation.
This can be slo and should bewided. Thereare also seeral methods for remote database

access:
LDAP LightweightDirectory Access Protocol.

NIS Suns Network Information Services (formerly YP).
NISPLUS Surs NIS+ services.

NETINFO NeXT's NetInfo service.

HESIOD Hesiodservice (from Athena).

Other compilation flags are setdonth and should be predefined for you unless you are porting
to a nev environment. Br more options sesendmail/README

1.1.4. Compilationand installation

After making the local system configuration describedr@béou should be able to com-
pile and install the systenThe script “Build” is the best approach on most systems:

./Build
This will useunamél) to create a custom Mefle for your emironment.
If you are installing in the standard places, you should be able to install using
./Build install

This should install the binary in /usr/sbin and create links from /usr/lieliases and
/usr/bin/mailq to /usr/sbin/sendmaiDn most systems it will also format and install man pages.
Notice: as of ersion 8.12sendmailwill no longer be installed set-usid root by deéult. If

you really vant to use the old method, you can specify it agetar

./Build install-set-useid

1.2. ConfigurationFiles

Sendmailcannot operate without a configuration fil€he configuration defines the mail
delivery mechanisms understood at this sitey o access them, o to forward email to remote
mail systems, and a number of tuning paramef€nss configuration file is detailed in the later por
tion of this document.

The sendmailconfiguration can be daunting at fir§the world is comple, and the mail con-
figuration reflects thatThe distrilution includes an m4-based configuration package that hides a lot
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of the complgity. Seecf/READMEfor details.

Our configuration files are processedrb¥ to facilitate local customization; the directorl
of thesendmaildistribution directory contains the source filehis directory contains seral sub-
directories:

cf Both site-dependent and site-independent descriptions of hbsese can be lit-
eral host names (e.g., “u@x.mc”) when the hosts areatpvays or more general
descriptions (such as “generic-solaris2.mc” as a general description of an SMTP-
connected host running Solaris 2 Kkiles ending.mc (‘M4 Configuration’) are
the input descriptions; the output is in the correspondifidile. The general
structure of these files is described belo

domain Site-dependertibdomain descriptionsThese are tied to theay your oganiza-
tion wants to do addressindzor example,domain/CS.BerkeleyEDU.m4 is our
description for hosts in the CS.Bet&.EDU subdomain.These are referenced
using theDOMAIN m4 macro in themcfile.

feature Definition®f specific features that some particular host in your site might.w
These are referenced using thREATURE m4 macro. Anexample feature is
use_cw_file (which tellsendmailto read an /etc/mail/local-host-names file on
startup to find the set of local names).

hack Localhacks, referenced using ti&ACK m4 macro. Ty to avoid these. The
point of having them here is to makit clear that thg smell.

m4 Site-independem4(1) include files that hee information common to all configu-
ration files. This can be thought of as a “#include” directory

mailer Definitionsof mailers, referenced using tN&AILER m4 macro. Thamailer types
that are knan in this distrilution are &x, local, smtp, uucp, and usendtor
example, to include support for the UUCP-based mailers, use “MAILER(uucp)”.

ostype Definitiongdescribing arious operating systemwéronments (such as the loca-
tion of support files).These are referenced using &TYPEmM4 macro.

sh Shelffiles used by then4 build process.You shouldnt haveto mess with these.

siteconfig LocalUUCP connectiity information. This directory has been supplanted by the
mailertable feature; gnnew mnfigurations should use that feature to do UUCP
(and other) routingThe use of this directory is deprecated.

If you are in a /& domain (e.g., a compg)) you will probably vant to create a cf/domain
file for your domain.This consists primarily of relay definitions and features yantwenabled site-
wide: for ekample, Berkley’s domain definition defines relays for BitNET and UUCFhese are
specific to Berkley, and should be fully-qualified internet-style domain namBtease check to
malke eertain thg are reasonable for your domain.

Subdomains at Beeley are also represented in the cf/domain directdfgr example, the
domain CS.Bertley.EDU is the Computer Science subdomain, EECS&erEDU is the Electri-
cal Engineering and Computer Sciences subdomain, and S2Kl&dfU is the Sequoia 2000
subdomain. Wu will probably hae © add an entry to this directory to be appropriate for your
domain.

You will have b use or createmc files in thecf/cf subdirectory for your hostsThis is
detailed in the cf/README file.

1.3. Detailsof Installation Files
This subsection describes the files that compriseghdmaiinstallation.
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1.3.1. /usr/sbhin/sendmail

The binary forsendmailis located in /usr/sbin It should be set-group-ID smmsp as
described in sendmail/SECURIT Yor security reasons, /, /usnd /usr/sbin should beanmed

by root, mode 0755

1.3.2. /etc/mail/sendmail.cf

This is the main configuration file feendmaft. This is one of the ta non-library file
names compiled intsendmatt, the other is /etc/mail/submit.cf.

The configuration file is normally created using the distidn files described ake. If
you have a mrticularly unusual system configuration you may need to create a spgsiahv
The format of this file is detailed in later sections of this document.

1.3.3. /etc/mail/submit.cf

This is the configuration file fasendmailwhen it is used for initial mail submission, in
which case it is also calletMail Submission Prograrh(MSP) in contrast to'Mail Transfer
Agent” (MTA). Startingwith version 8.12sendmailuses one of tw different configuration
files based on its operation mode (or the ré option). For initial mail submission, i.e., if one
of the options-bm (default), —bs, or -t is specified, submit.cf is used (ifailable), for other
operations sendmail.cf is usedetails can be found isendmail/SECURITY submit.cf is
shipped with sendmail (in cf/cf/) and is installed byaddt If changes to the configuration need
to be made, start with cf/cf/submit.mc and fallthe instruction in cf/README.

1.3.4. /usr/bin/newaliases
Thenewaliasescommand should just be a linkgendmail

rm —f /usr/bin/ngvaliases
In —s /usr/sbin/sendmail /usr/binimdiases

This can be installed in what search path you prefer for your system.

1.3.5. /usr/bin/hoststat

The hoststat command should just be a link ®endmail in a fashion similar to
newaliases This command lists the status of the last mail transaction with all remote hosts.
The -v flag will prevent the status display from being truncatdt functions only when the
HostStatusDirectory option is set.

1.3.6. /usr/bin/purgestat

This command is also a link sendmail It flushes gpired (Timeout.hoststatus) informa-
tion that is stored in thdostStatusDirectory tree.

This is usually /usr/sbin on 4.4BSD andwvee systems; mansystems install it in /usr/lib| understand it is in /usr/ucblib on
System V Release 4.

2Some endors ship themwmed by bin; this creates a security hole that is not actually relageshdmail Other important di-
rectories that should taa restrictve avnerships and permissions are /bin, /usr/bin, /etc, /etc/mail, /usr/etc, /lib, and./ust/lib

SActually, the pathnamearies depending on the operating system; /etc/mail is the preferred dire®iorg older systems in-
stall it in /ust/lib/sendmail.cf, and I've dso seen it infusr/ucblib. If you want to mee tis file, add -D_RTH_SENDMAIL-
CF=\"ffile/name\" to the flags passed to the C compNéoving this file is not recommended: other programs and scripts &hthis
location.

“The system libraries can reference other files; in particslatem library subroutines thaendmailcalls probably reference
letc/passwand/etc/resolvcont
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1.3.7. har/spool/mqueue

The directorylvar/spool/mqueushould be created to hold the mail queiiis directory
should be mode 0700 and/ioed by root.

The actual path of this directory is defined by @eeueDirectory option of thesend-
mail.cf file. To use multiple queues, supply alwe ending with an asteriskzor example,
Ivar/spool/mqueue/qdwill use all of the directories or symbolic links to directoriegibring
with ‘qd’ in /var/spool/mqueu@s queue directoriedDo not change the queue directory struc-
ture while sendmail is running.

If these directories va subdirectories or symbolic links to directories named, ‘o ’,
and ‘xf', then these will be used for the faifent queue file typesThat is, the data files are
stored in the ‘dfsubdirectory the transcript files are stored in the’‘gsfibdirectory and all oth-
ers are stored in the “ogubdirectory

If shared memory support is compiled sgndmailstores the \ailable diskspace in a
shared memory genent to mak the \alues readily \@ilable to all children without incurring
system gerhead. Inthis case, only the daemon updates the data; i.e., the sendmail daemon cre-
ates the shared memorygsgent and deletes it if it is terminatedio use this,sendmailmust
hase keen compiled with support for shared memory (-DSM_CONF_SHM) and the option
SharedMemoryKey must be set.Notice: do not use the sameykfor sendmailinvocations
with different queue directories or fdifent queue group declarationSccess to shared memory
is not controlled by locks, i.e., there is a race condition when data in the shared memory is
updated. Hwever, snce operation ofendmaildoes not rely on the data in the shared memory
this does not rgtively influence the behéor.

1.3.8. har/spool/clientmqueue

The directory/var/spool/clientmqueushould be created to hold the mail queddis
directory should be mode 0770 andned by user smmsp, group smmsp.

The actual path of this directory is defined by @heeueDirectory option of thesubmit.cf
file.

1.3.9. har/spool/mqueue/.hoststat

This is a typical slue for theHostStatusDirectory option, containing one file per host
that this sendmail has chatted with recenttys normally a subdirectory ahqueue

1.3.10. /etc/mail/aliases*

The system aliases are held in “/etc/mail/aliasé@sample is gren in “sendmail/aliases”
which includes some aliases whittustbe defined:

cp sendmail/aliases /etc/mail/aliases
edit /etc/mail/aliases

You should tend this file with ap aliases that are apropos to your system.

Normally sendmail looks at a databaseension of the files, stored either in
“letc/mail/aliases.dir” and “/etc/mail/aliases.pag” or “/etc/mail/aliases.db” depending on which
database package you are usiipe actual path of this file is defined in thiéasFile option of
thesendmail.cfile.

The permissions of the alias file and the databasgons should be 0640 to peat local
denial of service attacks asptained in the top leel README in the sendmail distriltion. If
the permissions 0640 are used, be sure that only trusted users belong to the group assigned to
those files.Otherwise, files should noven be goup readable.
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1.3.11. /etc/c or /etc/init.d/sendmail

It will be necessary to start up thendmaildaemon when your system rebootsis dae-
mon performs tw functions: it listens on the SMTP satkfor connections (to rec& mail
from a remote system) and it processes the queue periodically to insure that mail getddeli
when hosts come up.

If necessaryadd the follaving lines to “/etc/rc” (or “/etc/rc.local” as appropriate) in the
area where it is starting up the daemons on a BSD-base system, or on a Spsissd-¥ystem
in one of the startup files, typically “/etc/init.d/sendmail”:

if [ —f /usr/sbin/sendmail —a —f /etc/mail/sendmail.cf ]; then
(cd Nar/spool/mqueue; rm —f xf*)
/usr/sbin/sendmail —-bd —-q30m &
echo —n’ sendmail’ >/déconsole
fi
The “cd” and “rm” commands insure that all transcript filegehkeen remued; extraneous
transcript files may be left around if the system goegnda the middle of processing a mes-
sage. Thdine that actually imokes sendmailhas tw flags: “~bd” causes it to listen on the
SMTP port, and “-q30m” causes it to run the quergeyehalf hour

Some people use a more conxpdtartup script, remang zero length gf files and df files
for which there is no gf fileFor example, see Figure 1 for axample of a compbe script
which does this clean up.

1.3.12. /etc/mail/helpfile

This is the help file used by the SMHELP command. Ishould be copied from “send-
mail/helpfile”:

cp sendmail/helpfile /etc/mail/helpfile
The actual path of this file is defined in tHelpFile option of thesendmail.cfile.

1.3.13. /etc/mail/statistics

If you wish to collect statistics about your mail figf you should create the file
“letc/mail/statistics™:

cp /dev/null /etc/mail/statistics
chmod 0600 /etc/mail/statistics

This file does not gme. It is printed with the program “mailstats/mailstats.d@.he actual path
of this file is defined in th& option of thesendmail.cfile.

1.3.14. /usr/bin/mailg

If sendmailis invoked as “mailqg; it will simulate the—bp flag (i.e.,sendmailwill print
the contents of the mail queue; see W¢loThisshould be a link to /usr/sbin/sendmail.

1.3.15. sendmail.pid

sendmailstores its current pid in the file specifed by fPielFile option (de&ult is
_PATH_SENDMAILPID). sendmailusesTempFileMode (which defults to 0600) as the per
missions of that file to pvent local denial of service attacks aspkined in the top el
README in the sendmail distrition. If the file already xasts, then it might be necessary to
change the permissions accordinglg.,

chmod 0600 /ar/run/sendmail.pid
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#!/bin/sh
# remove zro length gf files
for gffile in gf*

do
if [ -r $qffile ]
then
if [ —s $qffile ]
then
echo -n " <zero: $fjfe>" > /dev/console
rm —f $qfile
fi
fi
done

# rename ftf files to be df if the gf does nwrise
for tffile in tf*

do
gffile="echo $tfile | sed $/t/q/"
if [ -r $tffile —a ! —f $qfile ]
then
echo —n " <receering: $tffile>" > /dev/console
mv $tfiile $qfiile
else
if [ —f $tffile ]
then
echo —n " <gtra: $tfile>" > /dev/console
rm —f $tffile
fi
fi
done

# remove d files with no corresponding df files
for dffile in df*

do
gffile='echo $dfile | sed $/d/q/"
if [ -r $dffile —a ! —f $qfile ]
then
echo -n " <incomplete: $file>" > /dev/console
mv $dfile ‘echo $dfile | sed $/d/D/*
fi
done

# announce files that la been saed during disaster recery
for xffile in [A-Z]f*
do
if [ —f $xffile ]
then
echo —-n " <panic: $fte>" > /des/console
fi
done

Figure 1 — A comple startup script
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1.3.16. MapFiles

To prevent local denial of service attacks agkined in the top leel README in the
sendmail distribtion, the permissions of map files createdniglemapshould be 0640.The
use of 0640 implies that only trusted users belong to the group assigned to thosktfitese
files already xist, then it might be necessary to change the permissions accardiggly

cd /etc/mail
chmod 0640 *.db *.pag *.dir

2. NORMAL OPERATIONS

2.1. TheSystem Log

The system log is supported by thgsl@d(8) program. All messages fronsendmailare
logged under theOG_MAIL facility°.

2.1.1. Format
Each line in the system log consists of a timestamp, the name of the machine that gener
ated it (for logging from seral machines wer the local area netwk), the vord “sendmail:”,
and a messafieMost messages are a sequenaeaofie=valuepairs.
The two most common lines are logged when a message is proceBsedirst logs the

receipt of a message; there will beetly one of these per messag@onme fields may be omit-
ted if they do not contain interesting informatiorfields are:

from Theervelope sender address.

size Thesize of the message in bytes.

class Thelass (i.e., numeric precedence) of the message.

pri Theinitial message priority (used for queue sorting).

nrcpts Thenumber of ewelope recipients for this message (after aliasing and for
warding).

msgid Themessage id of the message (from the header).

proto Theprotocol used to rece this message (e.g., ESMTP or UUCP)

daemon Thelaemon name from tH2aemonPortOptions setting.

relay Themachine from which it &s receied.

There is also one line logged per dely attempt (so there can bevel per message if deh
ery is deferred or there are multiple recipientsields are:

to A comma-separated list of the recipients to this mailer

ctladdr The' controlling user; that is, the name of the user whose credentials we use
for delivery.

delay Thetotal delay between the time this message wecaied and the current

delivery attempt.

xdelay Theamount of time needed in this deiy attempt (normally indicate d the
speed of the connection).

SExcept on Ultrix, which does not suppaatilities in the syslog.

5This format may ary slightly if your \endor has changed the syntax.
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mailer Thename of the mailer used to deli to this recipient.
relay Thename of the host that actually accepted (or rejected) this recipient.
dsn Theenhanced error code (RFC 2034)\iéitable.
stat Thedelivery status.
Not all fields are present in all messages; f@neple, the relay is usually not listed for local
deliveries.
2.1.2. Levels

If you have syslgyd(8) or an equident installed, you will be able to do logginghere is
a lage amount of information that can be loggdthe log is arranged as a succession dde
At the lovest level only extremely strange situations are loggeit. the highest leel, even the
most mundane and uninterestinger@s are recorded for posteritAs a @nvention, log levels
under ten are considered generally “useful;” loglleabwe &4 are resered for delngging pur
poses. Leels from 11-64 are resezd for \erbose information that some sites mighiniv

A complete description of the logds is given in section 4.6.

2.2. DumpingState

You can asksendmaito log a dump of the open files and the connection cache by sending it a
SIGUSR1signal. Theesults are logged abOG_DEBUG priority.

2.3. TheMail Queues

Mail messages may either be deled immediately or be held for later dediy. Held mes-
sages are placed into a holding directory called a mail queue.

A mail message may be queued for these reasons:

« If a mail message is temporarily undediable, it is queued and dedry is attempted laterif the
message is addressed to multiple recipients, it is queued only for those recipients to wlrom deli
ery is not immediately possible.

« If the SuperSafe option is set to true, all mail messages are queued Wiy dehttempted.

« If the DelveryMode option is set to queue-only or defa@f mail is queued, and no immediate
delivery is attempted.

« If the load serage becomes higher than theue of the QueueLA option and tRrieueFactor
(q) option dvided by the dfierence in the current loadietage and th€ueuel A option plus
one is less than the priority of the message, messages are queued rather than immediately deli
ered.

« One or more addresses are neatlas gpensve and delvery is postponed until the requeue
run or one or more address are nearkas held via mailer which uses the hold mailer flag.

2.3.1. Queudsroups and Queue Diectories

There are one or more mail queu&ach mail queue belongs to a queue grolipere is
always a dedult queue group that is calleéchqueue’ (which is where messages go byaidf
unless otherwise specified)The directory or directories which comprise theadétf queue
group are specified by the QueueDirectory optidhere are zero or more additional named
queue groups declared using @eommand in the configuration file.

By default, a queued message is placed in the queue group associated with the first recipi-
ent in the recipient listA recipient address is mapped to a queue group asvéoll&irst,if
there is a ruleset calletjieuggroup’, and if this ruleset maps the address to a queue group
name, then that queue group is chos&hat is, the ajument for the ruleset is the recipient
address and the result should$#efollowed by the name of a queue grouptherwise, if the
mailer associated with the address specifies a queue group, then that queue group is chosen.
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Otherwise, the dalilt queue group is chosen.

A message with multiple recipients will be split if fdifent queue groups are chosen by
the mapping of recipients to queue groups.

When a message is placed in a queue group, and the queue group has more than one
queue, a queue is selected randomly

If a message with multiple recipients is placed into a queue group with' thptibn
(maximum number of recipients per message) set to aveositiue N, and if there are more
thanN recipients in the message, then the message will be split into multiple messages, each of
which hare & mostN recipients.

Notice: if multiple queue groups are usedndd move queue files around, e.g., into a dif-
ferent queue directoryThis may hae weird efects and can cause mail not to be \agedd.
Queue files and directories should be treated as opaque and should not be manipulated directly

2.3.2. QueueRuns

sendmailhas tvo different ways to process the queue(g)he first one is to start queue
runners after certain inteads (‘normal” queue runners), the second one isdefkqueue runner
processes aroundgérsistent’ queue runners)How to select either of these types is discussed
in the appendix' COMMAND LINE FLAGS’. Persistentqueue runners ka the adantage
that no ne processes need to be gpeed at certain inteals; the just sleep for a specified time
after the finished a queue rumnother adantage of persistent queue runners is that only one
process belonging to aorkgroup (a verkgroup is a set of queue groups) collects the data for a
queue run and then multiple queue runner may go ahead using thalkiataan significantly
reduce the disk 1/0 necessary to read the queue files compared to starting multiple queue run-
ners directly Their disadantage is that a mequeue run is only started after all queue runners
belonging to a group finished their taske. case one of the queue runners triesvdslito a
slow recipient site at the end of a queue run, thg gaeue run may be substantially delayed.
In general this should be smoothed out due to the distibof those sk jobs, havever, for
sites with small number of queue entries this might introduce noticable détageneral, per
sistent queue runners are only useful for sites with big queues.

2.3.3. Manuallnter vention

Under normal conditions the mail queue will be processed transparefaiyeve, you
may find that manual inteention is sometimes necessafpr example, if a major host is dm
for a period of time the queue may become cloggdthoughsendmailught to receer grace-
fully when the host comes up, you may find performance unacceptably bad in the meblntime.
that case you ant to check the content of the queue and manipulate Xpéeiresd in the ne
two sections.

2.3.4. Printingthe queue

The contents of the queue(s) can be printed usingntile command (or by specifying
the-bp flag tosendmal):

mailq

This will produce a listing of the queue sd’'the size of the message, the date the message
entered the queue, and the sender and recipifrebared memory support is compiled in, the
flag —bP can be used to print the number of entries in the queue(s)dedoa process updates
the data.However, as explained earligrthe output might be slightly wrong, since access to the
shared memory is not loed. For example, ‘unknown number of entriesmight be shwn.

The internal counters are updated after each queue run to the caluecagin.
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2.3.5. Forcing the queue

Sendmaikhould run the queue automatically at inédsy Whenusing multiple queues, a
separate process will by @efit be created to run each of the queues unless the queue run is ini-
tiated by a user with theevbose flag.The algorithm is to read and sort the queue, and then to
attempt to process all jobs in ord&¥hen it attempts to run the joendmaiffirst checks to see
if the job is locled. Ifso, it ignores the job

There is no attempt to insure that only one queue procedsts at ag time, since there
is no guarantee that a job cannotetédrever to process (havever, sendmaildoes include heuris-
tics to try to abort jobs that are taking absurd amounts of time; technibédlyiolates RFC
821, lut is blessed by RFC 1123Pue to the locking algorithm, it is impossible for one job to
freeze the entire queuddowever, an uncooperatie recipient host or a program recipient that
never returns can accumulate myaprocesses in your systenunfortunately there is no com-
pletely general @&y to sole this.

In some cases, you may find that a major host goimgndor a couple of days may create
a prohibitively large queue.This will result insendmailspending an inordinate amount of time
sorting the queueThis situation can be fed by meing the queue to a temporary place and
creating a n@ queue. Theold queue can be run later when thizidfling host returns to service.

To do this, it is acceptable to nae the entire queue directory:

cd Nar/spool
mv mqueue omqueue; mkdir mqueue; chmod 0700 mqueue

You should then kill the ®isting daemon (since it will still be processing in the old queue direc-
tory) and create a medaemon.

To run the old mail queue, issue the fallag command:
/usr/sbin/sendmail —C /etc/mail/queue.cf —q

The —C flag specifies an alternate configuration gjleeue.cfwhich should refer to the med
queue directory

O QueueDirectory=/ar/spool/omqueue

and the—q flag says to just runvery job in the queueYou can also specify the mred queue
directory on the command line

/usr/sbin/sendmail —oQdv/spool/omqueue —q

but this requires that you do notJyeaqueue groups in the configuration file, because those are
not subdirectories of the med directory. See the section about "Queue Group Declaration" for
details; you most ligly need a dferent configuration file to correctly deal with this problem.
However, a poper configuration of queue groups shouldi filling up queue directories, so
you shouldrt run into this problem.f you have a €ndeng towad voyeurism, you can use the

-v flag to watch what is going on.

When the queue is finally emptied, you can reenbe directory:
rmdir /var/spool/omqueue

2.4. DiskBased Connection Inbrmation

Sendmaiktores a lage amount of information about each remote system it has connected to
in memory It is possible to preseevsome of this information on disk as well, by using HastSta-
tusDirectory option, so that it may be shared betweererse invocations ofsendmail This allovs
mail to be queued immediately or skipped during a queue run if there has been aaiecennf
connecting to a remote machine.

Additionally enablingSingleThreadDelvery has the added fetct of single-threading mail
delivery to a destination.This can be quite helpful if the remote machine is running an SMTP
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sener that is easily werloaded or cannot accept more than a single connection at a titmearb
cause some messages to be punted to a future queuk aiso applies t@ll hosts, so setting this
because you lva ;e machine on site that runs some safthat is easilywerrun can cause mail

to other hosts to be si@d davn. If this option is set, you probablyant to set thdlinQueueAge
option as well and run the queuwsrly frequently; this ey jobs that are skipped because another
sendmailis talking to the same host will be triedasg quickly rather than being delayed for a long
time.

The disk based host information is stored in a subdirectory ahtheue directory called

hoststaf. Remaving this directory and its subdirectories has decefsimilar to thepurgestat
command and is completely safelowever, purgestat only remwes expired (Timeout.hoststatus)
data. Theinformation in these directories can be perused withhtiststatcommand, which will
indicate the host name, the last access, and the status of that &ecasterisk in the left most col-
umn indicates that sendmaibprocess currently has the host ledikor mail delvery.

The disk based connection information is treated the saageassmemory based connection
information for the purpose of timeoutBy default, information about hosailures is alid for 30
minutes. Thisgan be adjusted with tliémeout.hoststatusoption.

The connection information stored on disk may kpired at ag time with thepurgestat
command or by woking sendmail with the-bH switch. Theconnection information may be
viewed with thehoststacommand or by woking sendmail with the-bh switch.

2.5. TheSewice Switch

The implementation of certain system services such as host and user name lookup is con-
trolled by the service switchlf the host operating system supports such a switch, and sendmail
knows about itsendmailwill use the natie vesion. Ultrix, Solaris, and DEC OSF/1 argamnples

of such systenfs

If the underlying operating system does not support a service switch (e.g., SunOS 4.X, HP-
UX, BSD) thensendmailwill provide a stub implementatiorilhe ServiceSwitchFile option points
to the name of a file that has the service definitideach line has the name of a service and the
possible implementations of that servi¢er example, the file:

hosts  dndiles nis
aliases filesis

will ask sendmailto look for hosts in the Domain Name System fitéthe requested host name is
not found, it tries local files, and if thatill it tries NIS. Similarly, when looking for aliases it will
try the local files first folleved by NIS.

Notice: sincesendmailmust access MX records for correct operation, it will use DNS if it is
configured in thé&sewiceSwitchFilefile. Hencean entry lile

hosts  fileddns
will not avoid DNS lookups een if a host can be found in /etc/hosts.

Service switches are not completely greged. Br example, despite thea€t that the host
entry listed in the ah@ example specifies to look in NIS, on SunOS thanihappen because the
system implementation gigghostbynamé3) doesrt understand this.

"This is the usualalue of theHostStatusDirectory option; it can, of course, goyamhere you lilke in your filesystem.

8HP-UX 10 has service switch suppomt since the APIs are apparently naitable in the librariesendmaildoes not use the
native rvice switch in this release.
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2.6. TheAlias Database

After recipient addresses are read from the SMTP connection or command linarethe
parsed by ruleset 0, which must resoly a {mailer, host addres$ triple. If the flags selected by
the mailer include theA (aliasable) flag, thaddresspart of the triple is looéd up as thedy (.e.,
the left hand side) into the alias databaleéhere is a match, the address is deleted from the send
gueue and all addresses on the right hand side of the alias are added in place of the aéas that w
found. Thisis a recursie geration, so aliases found in the right hand side of the alias are similarly
expanded.

The alias databasexists in two forms. Oneis a tet form, maintained in the file
/etc/mail/aliases.The aliases are of the form

name: namel, name2, ...
Only local names may be aliased; e.g.,
eric@prep.ai.MITEDU: eric@CS.Benidey.EDU

will not have the desired ééct (except on prep.ai.MIITEDU, and thg probably dont want me§.
Aliases may be continued by startingyaontinuation lines with a space or a tab or by putting a
backslash directly before thewlse. Blanklines and lines mnning with a sharp sign (“#") are
comments.

The second form is processed by tibbm(3)!° or the Berleley DB library. This form is in
the file /etc/mail/aliases.dlfif using NEWDB) or/etc/mail/aliases.diland/etc/mail/aliases.pa (if
using NDBM). This is the form thasendmailactually uses to resadvdiases. Thistechnique is
used to impree performance.

The control of search order is actually set by the service swliisbentiallythe entry
O AliasFile=switch:aliases

is aways added as the first alias entry; also, the first alias file nhame without a class (e.g., without
“nis:” on the front) will be used as the name of the file fdfilas’” entry in the aliases switch-or
example, if the configuration file contains

O AliasFile=/etc/mail/aliases
and the service switch contains
aliases nidiles nisplus

then aliases will first be searched in the NIS database, then in /etc/mail/aliases, then in the NIS+
database.

You can also usaliS-based alias filesFor example, the specification:

O AliasFile=/etc/mail/aliases
O AliasFile=nis:mail.aliases@mmyis.domain

will first search the /etc/mail/aliases file and then the map named “mail.aliases”.ms dgmain”.
Warning: if you huild your ovn NIS-based alias files, be sure to yde the-I flag to maledbn(8)

to map upper case letters in theykto lower case; otherwise, aliases with upper case letters in their
names wn't match incoming addresses.

Additional flags can be added after the colgactly like aK line — for exkample:
O AliasFile=nis:—N mail.aliases@mmjs.domain
will search the appropriate NIS map angals include null bytes in theelg Also:

°Actually, any mailer that has the\' mailer flag set will permit aliasing; this is normally limited to the local mailer
®The gdbmpackage does notask.
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O AliasFile=nis:—f mail.aliases@nmjis.domain
will prevent sendmail from dencasing the &y before the alias lookup.

2.6.1. Relilding the alias database

The hashor dbmversion of the database may be u#texplicitly by executing the com-
mand

newdiases
This is equidlent to gving sendmaithe -bi flag:
{usr/sbin/sendmail —bi

If you have nultiple aliases databases specified, e flag reluilds all the database
types it understands (fokample, it can relild NDBM databasesut not NIS databases).

2.6.2. Ptential problems

There are a number of problems that can occur with the alias dataltiesyeall result
from a sendmailprocess accessing the DBMrgion while it is only partially tlt. This can
happen under tovdrcumstances: One process accesses the database while another process is
retuilding it, or the process raiding the database dies (due to being killed or a system crash)
before completing the rebd.

Sendmail has three techniques to try to velibese problemsFirst, it ignores interrupts
while reluilding the database; thisa@ds the problem of someone aborting the procesdnga
partially reluilt database Second, it locks the database source file during theldeb- but that
may not vork over NFS or if the file is unwritableThird, at the end of the ralid it adds an
alias of the form

@ @
(which is not normally lgd). Beforesendmailwill access the database, it checks to insure that
this entry aists'™.

2.6.3. Listowners

If an error occurs on sending to a certain address,x8agendmailwill look for an alias
of the form “avnerx” to receve the errors.This is typically useful for a mailing list where the
submitter of the list has no controken the maintenance of the list itself; in this case the list
maintainer vould be the wner of the list.For example:

unix-wizards: eric@ucbarpa, wnj@monet, nosuchuser
sam@matisse

ownerunix-wizards: unix-wizards-request

unix-wizards-request: eric@ucbarpa

would cause “eric@ucbarpa” to get the error that will occur when someone sends to unix-wiz-
ards due to the inclusion of “nosuchuser” on the list.

List owners also cause thewetope sender address to be modififithe contents of the
owner alias are used if thgoint to a single useotherwise the name of the alias itself is used.
For this reason, and to opénternet comentions, the “evner” address normally points at the
“-request” address; this causes messages to go out with the typical Intexsatioarof using
“list-request’as the return address.

HUThe AliasWait option is required in the configuration for this action to acdinis should normally be specified.
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2.7. Userlnformation Database

This option is deprecated, use virtusertable and genericstable insteacplaised in
cf/README If you hare a vesion ofsendmailith the user information database compiled in, and
you hare gecified one or more databases usingUhaption, the databases will be searched for a
usermaildrop entry If found, the mail will be sent to the specified address.

2.8. Rer-User Forwarding (.forward Files)
As an alternatie 0 the alias database,yauser may put a file with the name “.favd” in his
or her home directorylf this file ists,sendmailredirects mail for that user to the list of addresses
listed in the .fonard file. Note that aliases are fullipanded before forard files are referenced.
For example, if the home directory for user “mckusick” has a .&oodifile with contents:

mckusick@ernie
kirk@calder

then aly mail arriving for “mckusick” will be redirected to the specified accounts.

Actually, the configuration file defines a sequence of filenames to cli®cklefault, this is
the usess forward file, lut can be defined to be more generally usingttrevardP ath option. If
you change this, you will va o inform your user base of the change; .famvis pretty well incor
porated into the colleste sibconscious.

2.9. SpeciaHeader Lines
Several header lines wva gecial interpretations defined by the configuration filzthers

have interpretations tilt into sendmailthat cannot be changed without changing the cddese
built-ins are described here.

2.9.1. Errors-To:

If errors occur agwhere during processing, this header will cause error messages to go to
the listed addressedhis is intended for mailing lists.

The Errors-©: header s created in the bad old days when UUCP digimderstand the
distinction between an edope and a header; thisa& a hack to pxade what should ne be
passed as the wgiope sender addresst should go way. It is anly used if theUseErrorsTo
option is set.

The Errors-0: header is dicially deprecated and will goasy in a future release.

2.9.2. Apparently-To:

RFC 822 requires at least one recipient fietat (Tc:, or Bec: line) invery messagelf a
message comes in with no recipients listed in the messagedghdmailwill adjust the header
based on the “NoRecipientAction” optio@ne of the possible actions is to add Apparently-
To:” header line for anrecipients it is ware of.

The Apparently-©: header is non-standard and is both deprecated and strongly -discour
aged.

2.9.3. Pecedence

The Precedence: header can be used as a crude control of message pwegks the
sort order in the queue and can be configured to change the message taesut Therece-
dence of a message also control® ldelivery status notifications (DSNs) are processed for that
message.
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2.10. IDENT Protocol Support

Sendmaikupports the IDENT protocol as defined in RFC 1418I8te that the RFC states a
client should wit at least 30 seconds for a respon$he de&ult Timeout.ident is 5 seconds as
mary sites hae alopted the practice of dropping IDENT queri@his has lead to delays process-
ing mail. Although this enhances identification of the author of an email message by daialy a
back’ to the originating system to include thevreer of a particular TCP connection in the audit
trail it is in no sense perfect; a determinedyércan easily spoof the IDENT protocdlhe follow-
ing description isxeerpted from RFC 1413:

6. SecurityConsiderations

The information returned by this protocol is at most as tirsty as the host preiding it OR

the oganization operating the hosEor example, a PC in an open lab haw i€ any controls

on it to preent a user from hang this protocol return anidentifier the user ants. Lile-

wise, if the host has been compromised the information returned may be completely erro-
neous and misleading.

The Identification Protocol is not intended as an authorization or access control préiocol.
best, it preides some additional auditing information with respect to TCP connecthins.
worst, it can preide misleading, incorrect, or maliciously incorrect information.

The use of the information returned by this protocol for other than auditing is strongly dis-
couraged. Specificallysing Identification Protocol information to nekccess control deci-

sions - either as the primary method (i.e., no other checks) or as an adjunct to other methods
may result in a weadning of normal host security

An Identification sergr may rgeal information about users, entities, objects or processes
which might normally be considered yate. Anldentification sergr pravides service which

is a rough analog of the CallerID servicesvled by some phone companies and ynain

the same pviecy considerations and guments that apply to the CallerID service apply to
Identification. Ifyou wouldn't run a "finger" serer due to priacy considerations you may
not want to run this protocol.

In some cases your system may notkvproperly with IDENT support due to adpin the TCP/IP
implementation. Theymptoms will be that for some hosts the SMTP connection will be closed
almost immediately If this is true or if you do not ant to use IDEN;Tyou should set the IDENT
timeout to zero; this will disable the IDENT protocol.

3. ARGUMENTS

The complete list of guments tesendmails described in detail in Appendix ASome important
arguments are described here.

3.1. Queudnterval

The amount of time between forking a process to run through the queue is defined-dy the
flag. If you run with delrery mode set td or b this can be relately large, since it will only be rel-
evant when a host thatas devn comes back uplf you run ing mode it should be relatly short,
since it defines the maximum amount of time that a message may sit in the (Beaalso the
MinQueueAge option.)

RFC 1123 section 5.3.1.1 says that tratug should be at least 30 minutes (although that
probably doest’make nse if you usédueue-only’ mode).

Notice: the meaning of the intetvtime depends on whether normal queue runners or persis-
tent queue runners are usdebr the formerit is the time between subsequent starts of a queue run.
For the latterit is the time sendmail aits after a persistent queue runner has finishedaitk t@
start the net one. Hence for persistent queue runners this imtestiould be ery low, typically no
more than tw minutes.
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3.2. DaemonMode

If you allow incoming mail @er an IPC connection, you should\ea éemon running.This
should be set by youetc/rc file using the-bd flag. The-bd flag and the-q flag may be combined
in one call:

Jusr/sbin/sendmail —-bd —q30m

An alternatve gproach is to moke sndmail frominetd8) (use the-bs—Am flags to ask
sendmail to speak SMTP on its standard input and output and to runAgs NIis works and
allows you to wrapsendmailin a TCP wrapper programubmay be a bit sleer since the configu-
ration file has to be re-read oversy message that comes itf.you do this, you still need to tia a
sendmaikunning to flush the queue:

Jusr/sbin/sendmail —q30m

3.3. Forcing the Queue

In some cases you may find that the queue has gotten clogged for some Yeasmm force
a queue run using theq flag (with no \alue). lItis entertaining to use thev flag (verbose) when
this is done to atch what happens:

{usr/sbin/sendmail —-q -v

You can also limit the jobs to those with a particular queue identigeipient, senderor
gueue group using one of the queue modifi€i®.example, “—qRberkley” restricts the queue run
to jobs that hee te string “berkley” somavhere in one of the recipient address&milarly,
“—qSstring” limits the run to particular senders, “—qlstring” limits it to particular queue identifiers,
and “—qGstring” limits it to a particular queue grouphe named queue group will be ruree if it
is set to hee 0 unners. ¥u may also place dnbefore thd or R or Sto indicate that jobs are lim-
ited to not including a particular queue identjfiecipient or senderFor example, “—g!Rseattle”
limits the queue run to jobs that do novéahe string “seattle” somehere in one of the recipient
addresses. Shoulgbu need to terminate the queue jobs currentlwadten a SIGTERM to the
parent of the process (or processes) will cleanly stop the jobs.

3.4. Delugging

There are adirly large number of dely flags hilt into sendmail Each delbg flag has a cat-
egory and a leel. Higherlevels increase the V&l of delugging actiity; in most cases, this means
to print out more informationThe cowention is that lgels greater than nine are “abstiide., thg
print out so much information that youwowldn't normally want to see themxeept for dehgging
that particular piece of code.

You shouldnever run a production sendmail servin delig mode. Many of the delng flags
will result in delug output being sentver the SMTP channelThis will confuse may mail pro-
grams. Havever, for testing purposes, it can be useful when sending mail manually via telnet to the
port you are using while dagging.

A dehug catgory is either an intger, like 42, or a name, lik ANSI. You can specify a range
of numeric debg catgories using the syntax 17-4Xou can specify a set of named dgbcate-
gories using a glob pattern éksm_trace_*". Atpresent, only “*" and “?”are supported in these
glob patterns.

Delug flags are set using the option; the syntax is:
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delug-flag: —d dehug-list
delug-list: delug-option [, debg-option ]*
delug-option: dehg-catgories [ . debg-level |

delug-catgories: intger | intger — intger | catgory-pattern
catgory-pattern:  [a-zA-Z_*?][a-zA-Z0-9_*?]*

delug-level: integer

where spaces are for reading ease.oRty example,
-d12 Setatgory 12 to leel 1
-d12.3 Setatagyory 12 to lee 3
-d3-17 Setategyories 3 through 17 tovel 1
-d3-17.4 Setategyories 3 through 17 tovel 4
—dANSI Setcategory ANSI to level 1

—-dsm_trace *.3 Setll named catgories matching sm_trace_* tosé3

For a complete list of the ailable delug flags you will hee © look at the code and tHERACE-
FLAGSfile in the sendmail distriltion (the/ are too dynamic to éep this document up to date).
For a list of named dalg catgories in the sendmail binanyse

ident /usr/sbin/sendmail | grep Rep

3.5. Changingthe Values of Options
Options can bewerridden using the-o or —O command line flagsFor example,
lusr/sbin/sendmail —0T2m

sets thel (timeout) option to tw minutes for this run only; the eq@ent line using the long option
name is

lusr/sbin/sendmail -Omeout.queuereturn=2m

Some options hee scurity implications. Sendmail allas you to set theseubrelinquishes
its set-usetD or set-group-ID permissions thereatter

3.6. Trying a Differ ent Configuration File
An alternatve mnfiguration file can be specified using t@flag; for ekample,
/usr/sbin/sendmail —Ctest.cf —oQ/tmp/mqueue

uses the configuration fitest.cfinstead of the deflt/etc/mail/sendmail.cflf the —C flag has no
value it defwults tosendmail.cfn the current directory

Sendmaibives yp set-usetID root permissions (if it has been installed set-UBerot) when
you use this flag, so it is common to use a publicly writable directory (such as /tmp) as the queue
directory (QueueDirectory or Q option) while testing.

3.7. LoggingTr affic

Many SMTP implementations do not fully implement the protocBbr example, some per
sonal computer based SMTPs do not understand continuation lines in reply Thdss.can be

very hard to tracelf you suspect such a problem, you can seli¢crbfgging using the-X flag. For
example,

2That is, it sets its &ctive Ud to the real uid; thus, if you areeguting as root, as from rosttrontab file or during system
startup the root permissions will still be honored.
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{usr/sbin/sendmail =X /tmp/trid —bd
will log all traffic in the file/tmp/traffic.

This logs a lot of dataery quickly and shouldNEVER be used during normal operations.
After starting up such a daemon, force the errant implementation to send a message to your host.
All message trditc in and out ofsendmail including the incoming SMTP triéd, will be logged in
this file.

3.8. Testing Configuration Files

When you hild a configuration table, you can do a certain amount of testing using the “test
mode” ofsendmail For example, you could woke sendmaiks:

sendmail —bt —Ctest.cf

which would read the configuration file “test.cf” and enter test mddehis mode, you enter lines
of the form:

rwset address

whererwsetis the revriting set you vant to use andddressis an address to apply the set st
mode shws you the steps it tek as it proceeds, finally shing you the address it ends up with.
You may use a comma separated list of rwsets for sequential application of rules to arFenput.
example:

3,1,21,4 monet:bollard

first applies ruleset three to the input “monet:bolfaiduleset one is then applied to the output of
ruleset three, folled similarly by rulesets twenty-one and four

If you need more detail, you can also use the “-d21” flag to turn on movggle. Fr
example,

sendmail —bt —d21.99

turns on an incredible amount of information; a singtedvaddress is probably going to print out
several pages wrth of information.

You should be varned that internaljysendmailapplies ruleset 3 to all addressés.test mode
you will have o do that manually For example, older grsions allaved you to use

0 bruce@broadcast.spieom
This version requires that you use:
3,0 bruce@broadcast.gorom

As of version 8.7, some other synémxare @ailable in test mode:

.D xvalue definesnacrox to have te indicatedralue This is useful when delgging rules
that use th&&x syntax.

.Ccwalue addshe indicatedralueto classc.

=S ruleset dumps the contents of the indicated ruleset.

—d delug-spec  iquivaent to the command-line flag.
Version 8.9 introduced more features:

? dows a help message.
=M displaythe knavn mailers.
$m printthe value of macro m.

=C printthe contents of class c.
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/mx host returns the MX records for ‘host'.
/parse address parse address, returning thedue ofcrackaddr, and the parsed address.
/try mailer addr rewrite address into the form it will ke when presented to the indicated mailer

Itryflags flags  set flags used by parsinghe flags can be ‘H’ for Header or ‘E’ for #atope,
and ‘S’ for Sender or ‘R’ for RecipienfThese can be combined, ‘HR’ sets flags
for header recipients.

/canon hostnaméry to canonify hostname.

/map mapnamesy
look up ‘key in the indicated ‘mapname’.

/quit quitaddress test mode.
3.9. Rersistent Host Status Inbrmation

WhenHostStatusDirectory is enabled, information about the status of hosts is maintained on
disk and can thus be shared betweefeidint instantiations afendmail The status of the last con-
nection with each remote host may bewed with the command:

sendmail —bh
This information may be flushed with the command:
sendmail —bH

Flushing the information pvents nev sendmailprocesses from loading itubdoes not preent
existing processes from using the status information thgtdheady hae.

4. TUNING

There are a number of configuration parameters you naayt W change, depending on the
requirements of your siteMost of these are set using an option in the configurationFideexample,
the line “O Timeout.queuereturn=5d” sets optionirfieout.queuereturn” to theale “5d” (five days).

Most of these options kia gpropriate dedults for most sitesHowever, Stes haing very high
mail loads may find theneed to tune them as appropriate for their mail Idadparticular stes eperi-
encing a lage number of small messages, snahwhich are deliered to mawg recipients, may find
that theg need to adjust the parameters dealing with queue priorities.

All versions ofsendmailprior to 8.7 had single character option namas.of 8.7, options ha
long (multi-character namesilthough old short names are still accepted, most ogtions do not
have dort equvaents.

This section only describes the options you are moslylito want to tweak; read section 5 for
more details.

4.1. Timeouts

All time intervals are set using a scaled synt&or example, “10m” represents ten minutes,
whereas “2h30m” representsdwnd a half hours.The full set of scales is:

s conds
m minutes
h  bhours

d days

w  weeks

4.1.1. Queuanterval

The agument to the-q flag specifies he often a sub-daemon will run the queughis is
typically set to between fifteen minutes and one hdiunot set, or set to zero, the queue will
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not be run automaticallyRFC 1123 section 5.3.1.1 recommends that this be at least 30 minutes.
Should you need to terminate the queue jobs currentlyeabtn a SIGTERM to the parent of
the process (or processes) will cleanly stop the jobs.

4.1.2. Readimeouts

Timeouts all hee gotion names “imeoutsuboptiori. Most of these control SMTP oper
ations. Therecognizedsuboptiors, their dedult values, and the minimumalues allawved by
RFC 2821 section 4.5.3.2 (or RFC 1123 section 5.3.2) are:

connect

iconnect

aconnect

initial

helo

mailt
rcptt

datainitt
datablocktt

datafinalt

rset
quit

misc

commandti
identt

Theime to wait for an SMTP connection to open (tennecf2) system call)
[0, unspecified].If zero, uses theeknel deéult. Inno case can this option
extend the timeout longer than therkel preides, lut it can shorten it.This
is to get aroundéenels that prade an absurdly long connection timeout (90
minutes in one case).

Thesame agonnectexcept it applies only to the initial attempt to connect to
a host for a gien message [0, unspecified].he concept is that this should be
very short (a fev seconds); hosts that are well connected and respondl
thus be serviced immediatelidosts that are slowill not hold up other del-
eries in the initial deliery attempt.

[Ounspecified] The werall timeout waiting for all connection for a single
delivery attempt to succeedf 0, no overall limit is applied. This can be used
to restrict the total amount of time trying to connect to a long list of host that
could accept an e-mail for the recipiefithis timeout does not apply tall-
backMXhost, i.e., if the time isxhausted, th&allbackMXhost is tried net.

Thewait for the initial 220 greeting message [5m, 5m].

Thewait for a reply from a HELO or EHLO command [5m, unspecified].
This may require a host name lookup, se fivnutes is probably a reasonable
minimum.

Thewait for a reply from a MAIL command [10m, 5m].

Thewait for a reply from a RCPT command [1h, 5nlhis should be long
because it could be pointing at a list thatetala long time tox@and (see
below).

Thewait for a reply from a BTA command [5m, 2m].

Thevait for reading a data block (that is, the body of the messadgk).3m].
This should be long because it also applies to programs piping inpehde
mail which hare ro guarantee of promptness.

Thawait for a reply from the dot terminating a messaffh, 10m]. If this is
shorter than the time actually needed for the vecéd deliver the message,
duplicates will be generated-his is discussed in RFC 1047.

Thewait for a reply from a RSET command [5m, unspecified].
Thewait for a reply from a Q@IT command [2m, unspecified].

Thewait for a reply from miscellaneousybshort) commands such as NOOP
(no-operation) and VERB (go int@kbose mode)[2m, unspecified].

Irsener SMTR the time to vait for another commandlh, 5m].

Thetimeout waiting for a reply to an IDENT query [55 unspecified].

¥0n some systems the deft is zero to turn the protocolf@htirely.
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Ihlo Thewait for a reply to an LMTP LHLO command [2m, unspecified].

auth Thetimeout for a reply in an SMTPWH dialogue [10m, unspecified].

starttls Thetimeout for a reply to an SMTP 8RTTLS command and the TLS hand-
shale [1h, unspecified].

fileopent Theimeout for opening .forard and :include: files [60s, none].

controlf Thetimeout for a complete control sakiransaction to complete [2m, none].

hoststatust He long status information about a host (e.g., hostnjowill be cached

before it is considered stale [30m, unspecified].

resoherretranst Theesoher’s retransmission time inteal (in seconds) faries]. Setsoth
Timeout.esolveretrans.fistand Timeout.esolveretrans.normal

resoher.retrans.firstt
The resoler’s retransmission time inteal (in seconds) for the first attempt to
deliver a message [aries].

resoherretrans.normalt
The resoler's retransmission time inteal (in seconds) for all resay
lookups &cept the first deliery attempt [\aries].

resoherretryt  The number of times to retransmit a resmivquery Sets both Time-
out.resolveretry.firstandTimeout.esolveretry.normal[varies].

resoherretryfirstt
The number of times to retransmit a resohquery for the first attempt to
deliver a message [aries].

resoher.retrynormalf
The number of times to retransmit a resolguery for all resobr lookups
except the first deliery attempt [\aries].

For compatibility with old configuration files, if nguboptionis specified, all the timeouts
marked with a dagger () are set to the indicat@lde. Allbut those markd with a double dag-
ger (¥) apply to client SMTP

For example, the lines:

O Timeout.command=25m
O Timeout.datablock=3h

sets the seer SMTP command timeout to 25 minutes and the input data block timeout to three
hours.

4.1.3. Messagémeouts

After sitting in the queue for aviedays, an undelerable message will time oufhis is
to insure that at least the sendenisr@ of the inability to send a messadée timeout is typi-
cally set to fie days. Itis sometimes considered a@nient to also send aamning message if
the message is in the queue longer thamwéahfrirs (assuming you normallyegood connec-
tivity; if your messages normally tookveeal hours to send you auldnt want to do this
because it wuldn't be an unusual gent). Thesdimeouts are set using tiémeout.queuee-
turn and Timeout.queuewan options in the configuration file (pieusly both were set using
theT option).

If the message is submitted using tW@TIFY SMTP extension, varning messages will
only be sent ifNOTIFY=DELAY is specified. The queuereturn and queueen timeouts can be
further qualified with a tag based on the Precedence: field in the messggaushde one of
“urgent” (indicating a posite ron-zero precedence) “normal” (indicating a zero precedence), or
“non-urgent” (indicating ngaive precedences). dF example, setting
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“Timeout.queuarn.ugent=1h" sets the arning timeout for \gent messages only to one hour
The dedult if no precedence is indicated is to set the timeout for all precedefcesalue
"now" can be used for -Oiffieout.queuereturn to return entries immediately during a queue run,
e.g., to bounce messages independent of their time in the queue.

Since these options are global, and since you cannet &miori how long another host
outside your domain will be e, a five day timeout is recommended-his allovs a recipient
to fix the problem en if it occurs at the lgnning of a long weednd. RFC1123 section
5.3.1.1 says that this parameter shoulddideast 4-5 day¥’

The Timeout.queuewan value can be piggybaekl on thel option by indicating a time
after which a varning message should be sent; the twieouts are separated by a slaslor
example, the line

OT5d/4h

causes email taafl after five days, lut a warning message will be sent after four houréis
should be lage enough that the message wiNédeen tried seeral times.

4.2. Forking During Queue Runs

By setting theForkEachJob (Y) option, sendmailwill fork before each indidual message
while running the queueThis option vas used with earlier releases toverg sendmaifrom con-
suming lage amounts of memaryit should no longer be necessary wibndmail8.12. If the
ForkEachJob option is not setsendmailwill keep track of hosts that arevdo during a queue run,
which can impree performance dramatically

If the ForkEachJob option is setsendmailcannot use connection caching.

4.3. QueuePriorities

Every message is assigned a priority when it is first instantiated, consisting of the message
size (in bytes) déet by the message class (which is determined from the Precedence: header) times
the “work class &ctor” and the number of recipients times thetkrecipient &ctor” The priority
is used to order the queuEligher numbers for the priority mean that the message will be processed
later when running the queue.

The message size is included so thajdanessages are penalized redatb snall messages.
The message class alls users to send “high priority” messages by including a “Precedence:” field
in their message; thalue of this field is lookd up in theP lines of the configuration fileSince the
number of recipients fcts the amount of load a message presents to the system, this is also
included into the priority

The recipient and clasadtors can be set in the configuration file usingRbeipientFactor
(y) and ClassFactor (z) options respectely. They default to 30000 (for the recipienadtor) and
1800 (for the classattor). Thenitial priority is:

pri = msgsize- (classx ClassFactor)+ (nrcpt x RecipientFactor)

(Rememberhigher \alues for this parameter actually mean that the job will be treated wighr lo
priority.)

The priority of a job can also be adjusted each time it is processed (that is, each time an
attempt is made to de#r it) using the “vork time factor” set by theRetryFactor (Z) option. This
is added to the priorifyso it normally decreases the precedence of the job, on the grounds that jobs

that hare failed many times will tend to &il again in the future.The RetryFactor option defults to
90000.
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4.4. LoadLimiting

Sendmaiktan be askd to queue (It not delver) mail if the system loadvarage gets too high
using theQueuelL A (x) option. Whenthe load serage &ceeds the alue of theQueuelLA option,
the delvery mode is set tg (queue only) if theQueueFactor (q) option diided by the diierence
in the current loadwerage and th@ueuel A option plus one is less than the priority of the message
— that is, the message is queudd if

QueueFactor
LA-QueuelLA+1

The QueueRactor option deéults to 600000, so each point of loagrage is verth 600000 priority
points (as described ai®).

For drastic cases, thRefuselLA (X) option defines a loadvarage at whichsendmailwill
refuse to accept netwk connections.Locally generated mail, i.e., mail which is not submitted via
SMTP (including incoming UUCP mail), is still acceptddotice that the MSP submits mail to the
MTA via SMTR and hence mail will be queued in the client queue in such a ddmaefore it is
necessary to run the client mail queue periodically

pri >

4.5. Resouce Limits

Sendmaihas seeral parameters to control resource usaBesides those mentionted in the
previous section, there are at lead¥laxDaemonChildren, ConnectionRateThrottle,
MaxQueueChildren, and MaxRunnersPerQueue The latter tw limit the number ofsendmail
processes that operate on the quelieese are discussed in the secti@@uéue Group Declara-
tion”. The former two can be used to limit the number of incoming connectidrigeir appropriate
values depend on the host operating system and the &@rdevg., amount of memorin mary sit-
uations it might be useful to set limits to ypaet to hae o mary sendmailprocesses, heever,
these limits can be abed to mount a denial of service atta€kr example, ifMaxDaemonChil-
dren=10then an attack needs to open only 10 SMTP sessions to theséeae them idle for
most of the time, and no more connections will be accepted.

4.6. Delivery Mode

There are a number of dedfy modes thasendmailcan operate in, set by tleliveryMode
(d) configuration option.These modes specify Wwoquickly mail will be delvered. Leyd modes
are:

i deliver interactvely (synchronously)
b  deliver in background (asynchronously)
g queue only (dort’deliver)

d defer delvery attempts (dort’deliver)

There are tradefsf. Mode“i” gives the sender the quiekt feedback, i may slev down some

mailers and is hardlyver necessary Mode “b” delivers promptly luit can cause lge numbers of
processes if you e a nailer that taks a long time to dekr a message. Mod#y” minimizes the

load on your machine,ub means that deiéry may be delayed for up to the queue irabrMode

“d” is identical to mode “q” rcept that it also prents lookups in maps including thB flag from

working during the initial queue phase; it is intended fdial on demand’sites where DNS
lookups might cost real moype Some simple error messages (e.g., host uwknduring the SMTP
protocol) will be delayed using this modklode “b” is the usual defult.

If you run in mode “q” (queue only), “d” (defer), or “b” (dedr in backgroundsendmaibwill
not expand aliases and follo .forward files upon initial receipt of the maillhis speeds up the
response to RCPT commanddode “i” should not be used by the SMTP s=rv
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4.7. LoglLeve

The level of logging can be set faendmail The deéult using a standard configuration table

is level 9. The levels are as follwss:

0

30

Minimal logging.
Serious systemdilures and potential security problems.
Lost communications (netwk problems) and protocchifures.

Other seriousdilures, malformed addresses, transient éodfinclude errors, connection
timeouts.

Minor failures, out of date alias databases, connection rejections via check_ rulesets.
Message collection statistics.

Creation of error messages, VRFY and EXPN commands.

Delivery failures (host or user unkwa, etc.).

Successful delieries and alias database udts.

Messages being deferred (due to a host beiwg detc.).

Databasexpansion (alias, forard, and userdb lookups) and authentication information.
NISerrors and end of job processing.

Logsall SMTP connections.

Logbad user shells, files with improper permissions, and other questionable situations.
Logsrefused connections.

Logall incoming and outgoing SMTP commands.

Logsattempts to run lodd queue filesThese are not errorsybcan be useful to note if
your queue appears to be clogged.

Lostlocks (only if using lockf instead of flock).

Additionally, values abee &1 are resered for extremely \erbose delgging output.No normal site
would ever set these.

4.8. FileModes

The modes used for files depend on what functionality yantand the kel of security you

require. Inmary casessendmailddoes careful checking of the modes of files and directoriesotd a
accidental compromise; if youamt to mak it possible to hee goup-writable support files you
may need to use tH@ontBlameSendmailoption to turn dfsome of these checks.

4.8.1. 1 wid or not to suid?

Sendmails no longer installed set-usk to root. sendmail/SECURITY »xplains hav to
configure and instaBendmailwithout set-usetD to root ut set-group-ID which is the dailt
configuration starting with 8.12.

The daemon usually runs as root, unless other measures ane faikthe point where
sendmailis about toexec(2) a mailerit checks to see if the userid is zero (root); if so, it resets
the userid and groupid to a deft (set by théJ= equate in the mailer line; if that is not set, the
DefaultUser option is used).This can be werridden by setting th& flag to the mailer for mail-
ers that are trusted and must be called as tdotvever, this will cause mail processing to be
accounted (usinga(8)) to root rather than to the user sending the mail.

A middle ground is to set thRunAsUser option. Thiscausesendmailto become the
indicated user as soon as it has done the startup that requiresvibegesi(primarily opening
the SMTP soclet). If you useRunAsUser, the queue directory (normallyyar/spool/mqueie
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should be wned by that usemlnd all files and databases (including ugerward files, alias
files, :include: files, andx¢éernal databases) must be readable by that édso, since sendmail
will not be able to change st'ud, delivery to programs or files will be mael as unsafe, e.g.,
undelverable, in.forward, diases, and :include: filesAdministrators can werride this by set-
ting theDontBlameSendmailoption to the settingflonRootSafeAddr. RunAsUseris proba-
bly best suited for fingall configurations that dob’haveregular user logins.If the option is
used on a system which performs local i, then the local defery agent must he the
proper permissions (i.e., usually set-udrroot) since it will be imoked by the RunAsUser,
not by root.

4.8.2. Turning off security checks

Sendmailis very particular about the modes of files that it reads or wrkesexample,
by default it will refuse to read most files that are group writable on the grounds thauitite
have been tampered with by someone other than theeo; it will even refuse to read files in
group writable directoriesAlso, sendmail will refuse to create awneliases database in an
unsafe directory You can get around this by manually creating the database file as a trusted user
ahead of time and then rglling the aliases database witbwaliases

If you arequite sure that your configuration is safe and yantgendmailto avoid these
security checks, you can turnf @kertain checks using theontBlameSendmailoption. This
option tales one or more names that disable chetksthe descriptions that follg “unsafe
directory” means a directory that is writable byame other than thenmer. The \alues are:

Safe Nospecial handling.

AssumeSafeClvan
Assume that thehown system call is restricted to roogince some ersions of UNIX
permit rggular users to ge away their files to other users on some filesystesasd-
mail often cannot assume that aai file was created by theamer, particularly when
it is in a writable directory You can set this flag if you knothat file gveaway is
restricted on your system.

ClassFilelInUnsafeDirdth
When reading class files (using thdine in the configuration file), ale files that are
in unsafe directories.

DontWarnForwardFileInUnsafeDirBth
Prevent logging of unsafe directory pathamings for non-éstent forvard files.

ErrorHeaderinUnsafeDidth
Allow the file named in thErr orHeader option to be in an unsafe directory

FileDeliveryToHardLink
Allow delivery to files that are hard links.

FileDeliveryToSymLink
Allow delivery to files that are symbolic links.

ForwardFileInGroupWritableDir&h
Allow .forward files in group writable directories.

ForwardFilelnUnsafeDirBth
Allow .forwad files in unsafe directories.
ForwardFileInUnsafeDirBthSafe

Allow a.forward file that is in an unsafe directory to include references to program and
files.

GroupReadable#yfile
Accept a group-readablek file for SARTTLS.
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GroupReadableSASLDBFile
Accept a group-readable Cyrus SASL pazsirile.

GroupWritableAliasFile
Allow group-writable alias files.

GroupWritableDirRthSafe
Change the definition of “unsafe directory” to consider group-writable directories to be
safe. Wrld-writable directories arewalys unsafe.

GroupWritable®erwardFile
Allow group writable.forward files.

GroupWritablelrwardFileSafe
Accept group-writableforward files as safe for program and file def.

GroupWritablelncludeFile
Allow group wriableiinclude: files.

GroupWritablelncludeFileSafe
Accept group-writableinclude: files as safe for program and file detiy.

GroupWritableSASLDBFile
Accept a group-writable Cyrus SASL passd file.

HelpFilelInUnsafeDirBth
Allow the file named in thelelpFile option to be in an unsafe directory

IncludeFileInGroupWritableDir&h
Allow :include:files in group writable directories.

IncludeFilelInUnsafeDirgth
Allow :include:files in unsafe directories.

IncludeFilelInUnsafeDir&hSafe
Allow a :include: file that is in an unsafe directory to include references to program
and files.

InsufiicientEntrogy
Try to use SARTTLS even if the PRNG for OpenSSL is not properly seeded despite
the security problems.

LinkedAliasFilelInWritableDir
Allow an dias file that is a link in a writable directory

LinkedClassFileInWritableDir
Allow class files that are links in writable directories.

LinkedForwardFileInWritableDir
Allow .forwad files that are links in writable directories.

LinkedIncludeFileInWritableDir
Allow :include:files that are links in writable directories.

LinkedMapInWritableDir
Allow map files that are links in writable directori€Bhis includes alias database files.

LinkedServiceSwitchFileInWritableDir
Allow the service switch file to be a linkemn if the directory is writable.

MaplnUnsafeDirRth
Allow maps (e.g.hash btree and dbmfiles) in unsafe directoriesThis includes alias
database files.

NonRootSafeAddr
Do not mark file and program dedries as unsafe if sendmail is not running with root
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privileges.

RunPrograminUnsafeDig®h
Run programs that are in writable directories without logginguaning.

RunWritableProgram
Run programs that are group- oond-writable without logging a arning.

TrustStick/Bit
Allow group or world writable directories if the stigkbit is set on the directoryDo
not set this on systems which do not honor the stitlkon directories.

WorldWritableAliasFile
Accept world-writable alias files.

WorldWritableForwardfile
Allow world writable.forward files.

WorldWritablelncludefile
Allow world wriable:include:files.

WriteMapToHardLink
Allow writes to maps that are hard links.

WriteMapToSymLink
Allow writes to maps that are symbolic links.

WriteStatsDHardLink
Allow the status file to be a hard link.

WriteStatsSymLink
Allow the status file to be a symbolic link.

4.9. ConnectionCaching

When processing the quewsgndmailwill try to keep the last f& open connections open to
avad startup and shuteln costs. This only applies to IPC connections.

When trying to open a connection the cache is first seard¢had.open connection is found,
it is probed to see if it is still ag by sending aRSET command. ltis not an error if thisdils;
instead, the connection is closed and reopened.

Two parameters control the connection caclibe ConnectionCacheSiz€k) option defines
the number of simultaneous open connections that will be permifti#ds set to zero, connections
will be closed as quickly as possibl&he deéult is one.This should be set as appropriate for your
system size; it will limit the amount of system resourcesdbatimailwill use during queue runs.
Never set this higher than 4.

The ConnectionCacheTmeout (K) option specifies the maximum time thayaached con-
nection will be permitted to idleWhen the idle time>eeeds this alue the connection is closed.
This number should be small (under ten minutes) teepteyou from grabbing too mgmesources
from other hostsThe de#ult is five minutes.

4.10. NameServer A ccess

Control of host address lookups is set byhbstsservice entry in your service switch filH.
you are on a system that haslbin service switch support (e.g., Ultrix, Solaris, or DEC OSF/1)
then your system is probably configured properly alre&thierwise,sendmailwill consult the file
/etc/mail/sewice.switch which should be createdSendmailonly uses tw entries: hosts and
aliases dthough system routines may use other services (notablyat®vdservice for user name
lookups bygepwname.
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However, some systems (such as SunOS 4.X) will do DNS lookugaakess of the setting
of the service switch entryin particular the system routingethostbynam) is used to look up
host names, and marvendor \ersions try some combination of DNS, NIS, and file lookup in
/etc/hosts without consulting a service switcBendmailmakes no attempt to vk around this
problem, and the DNS lookup will be donerasy. If you do not hee a mmeserer configured at
all, such as at a UUCP-only sisendmailwill get a “connection refused” message when it tries to
connect to the name serv If the hostsswitch entry has the service “dns” listed sarhere in the
list, sendmailwill interpret this to mean a temporagilfire and will queue the mail for later pro-
cessing; otherwise, it ignores the name asedata.

The same technique is used to decide whether to do MX looktupsu want MX support,
you musthave “dns” listed as a service in thestsswitch entry

The ResoherOptions (1) option allovs you to tweak name senvoptions. The command
line takes a series of flags as documentedegolver3) (with the leading “RES_” deletedEach
can be preceded by an optional ‘+’ et.' For example, the line

O ResolherOptions=+AZLNLY -DNSRCH

turns on the A®NLY (accept authoritate answers only) and turns fofhe DNSRCH (search the
domain path) optionsMost resoler libraries dedult DNSRCH, DEFRMES, and RECURSE
flags on and all othersfoflf NETINET6 is enabled, most libraries deft to USE_INET6 as well.
You can also include “HasWdcardMX” to specify that there is a wildcard MX record matching
your domain; this turns b X matching when canonifying names, which can lead to inappropriate
canonifications. UséWorkAroundBrolenAAAA” when faced with a brodn nameseer that
returns SERFAIL (a temporary &ilure) on T_AAAA (IPv6) lookups during hostname canonifica-
tion. Notice:it might be necessary to apply the same (or similar) optiosisttmit.cftoo.

Version level 1 configurations (see the section about Configurati@ensign Leel) turn
DNSRCH and DEFNMES off when doing deliery lookups, It leave them on gerywhere else.
Version 8 ofsendmailignores them when doing canonification lookups (that is, when using 3 ...
$]), and alvays does the searchf you dont want to do automatic nametension, dort'call $[ ...
$].

The search rules for $[ ... $] are savhat diferent than usuallf the name being load up
has at least one dot, itnadys tries the unmodified name firdf.that fails, it tries the reduced search
path, and lastly tries the unmodified namat @nly for names without a dot, since names with a dot
have dready been tried)This allovs names such asitc.CS’ to match the site in Czechosfakia
rather than the site in your local Computer Science departniieatso prefers A and CAME
records @er MX records — that is, if it finds an MX record it negknote of it, bt keeps looking.
This way, if you hare a wildcard MX record matching your domain, it will not assume that all
names match.

To completely turn df all name serer access on systems without service switch support
(such as SunOS 4.X) you will Y& to recompile with ~-DM\MED_BIND=0 and remge -resolv
from the list of libraries to be searched when linking.

4.11. Moving the Per-User Forward Files

Some sites mount each usenbme directory from a local disk on theiovkstation, so that
local access isabt. Havever, the result is that .forard file lookups from a central mail senare
slow. In some cases, mail carvem be celivered on machines inappropriately because of a file
sener being dan. Theperformance can be especially bad if you run the automounter

The ForwardP ath (J) option allovs you to set a path of foaxd files. For example, the con-
fig file line

O ForwardRath=Nar/forward/$u:$z/.forvard.$w
would first look for a file with the same name as the sdegin in har/forward; if that is not found
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5.

(or is inaccessible) the fileforwardmadinenamé i n the useis home directory is searched
truly penerse site could also search by sender by usirtgs $or $f.

If you create a directory